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Forbidden/Non Accessible Content
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Underground forums are frequently used by malicious 

actors to discuss vulnerabilities and exploitation 

strategies. Exploitation of vulnerabilities in the wild 

poses a significant threat to the Internet ecosystem.

There is a lack of effective methods to process 

discussions about threats and identify potential 

exploitation in underground forums.

Developing methods to analyze these forums can help 

predict and prevent cyber attacks, safeguarding critical 

systems and data.

Analyzing these forums allows for tracking 

● Analyse keywords, their usage

● Exploit prices, demand, and targets

● Classify vulnerability level of treats

● Classify discussions threads

Context & Motivation

Context Motivation
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● We propose a methodology to explore and analyze the CrimeBB dataset, which 
contains 117,365,492 posts from 37 underground-forum websites. 

● We implement a text-based model that can efficiently classify the discussion about 
cybercrime in threads-posts content while considering the behavior and distribution of 
the analyzed data.

● We apply explanation methods to understand and analyze our model’s predictions, 
aiming to identify relevant keywords that provide insights into the discussions within 
a forum.

● We use Generative Pre-trained Transformers (GPT) to analyze and obtain new 
information from posts and their content. We aim to evaluate the performance of GPT 
models when classifying unstructured information such as forum content.

Context & Motivation

Key contributions
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Made available by Cambridge 

Cybercrime Centre.

Contains data scraped from multiple 

underground forums.

Organized in forums, boards, threads 

and posts.

CrimeBB

CrimeBB
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PostCog, a framework to navigate through CrimeBB data.

Obtained from: https://postcog.cambridgecybercrime.uk/

PostCog

PostCog

https://postcog.cambridgecybercrime.uk/
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A comprehensive database of reported known vulnerabilities which are assigned CVEs.

Obtained from: https://nvd.nist.gov/general/visualizations

Frequency of words of 

vulnerabilities summary 

description.

National Vulnerability Database

National Vulnerability Database (NVD)

https://nvd.nist.gov/general/visualizations
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Pipeline
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Pipeline
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Pipeline



16 UFRJ | PPGI Methodology

Pipeline



Data Preparation



18 UFRJ | PPGI

As of August 28, 2024, CrimeBB have:
● 6,739,073 users interacting on 37 

websites.
● 4,339 boards
● 10,600,580 discussion threads
● 117,365,492 posts.
● More than ~45Gb of information.

Data Preparation

CrimeBB
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● HackForums: 3,037 posts (in 1,162 
threads) cite a CVE.

● Manually labeled threads by the posts 
content: 1,067

● Hackforums: 2,666 posts (in 1,042 
threads) were labeled

● A total of 8,915 (969 unique) CVE 
codes were found

Label  Threads 
labeled

Threads 
citing CVE

Posts citing 
CVE

Weaponization 410 397 891

PoC 247 244 861

Others 195 192 520

Exploitation 107 102 232

Warning 55 55 67

Help 43 42 60

Scam 10 10 35

Total 1,067 1,042 2,666

Data Preparation

CrimeBB: Manual annotations
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● From PostCog, at the date of 
2024-08-28, we search the 
word “CVE” and found about 
15,742 posts since 2004-01-08 
until 2024-05-26.

● We identify that only post 
scrapped from HackForums 
has crime type, post type, and 
intent tags included.

Data Preparation

PostCog



21 UFRJ | PPGI Data Preparation

PostCog labels
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● From NVD, at the date of 2024-08-28, we present the CVSS Severity Distribution 
Over Time.

● The choice of LOW, MEDIUM and HIGH is based upon the CVSS V2 Base score.

Data Preparation

National Vulnerability Database (NVD)

https://nvd.nist.gov/vuln-metrics/cvss
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Number of post over time
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User Trillium mentioned the largest 
number of CVEs across various posts

Seems to be advertising exploits

We found some names repeated 
across forums, but hard to match

Data Analysis

Top 10 users who cites CVE codes
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 CVE-2017-0199 affects Microsoft Office: 
remote execution of arbitrary code.

 Top CVEs cover a wide time horizon: 
from 2010 to 2017

Top 3 most cited CVEs are most recent

Data Analysis

Top 10 CVE codes cited in posts



27 UFRJ | PPGI

CDF of hacking tools prices

How do prices of artifacts sold at CrimeBB 
compare against Russian Market?

- Russian Market (ACM CCS, Luca Allodi)
- Prices at Russian Market are larger

- Median value at CrimeBB < 100 
USD
and > 2000 USD at Russian Market

- Why?
- Russian Market is closed market
- Admission control to enter the 

market
- Artifacts sold at Russian market 

are more valuable

Data Analysis

CrimeBB vs Russian Market: Prices
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CDF of the difference in days between 
CrimeBB citation and NVD publish date

How do delays at CrimeBB compare against Russian 
Market?

Delay definition:
  CrimeBB
    date post at CrimeBB - date NVD published CVE
  Russian Market
   date exploit publication at market - date NVD published CVE

Delays at CrimeBB are larger: why?
   Russian Market is closed market
   Exploits are published at Russian market and activity ceases

At CrimeBB, continuous discussion of exploitation strategies 

Data Analysis

CrimeBB vs Russian Market: Publication delays
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CVSS ranges between 0 and 10, and values above 8 correspond to high risk.

Data Analysis

CVSS scores of CVE codes
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CVSS scores of CVE codes
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EPSS represents the probability of exploitation in the wild in the next 30 days.

Data Analysis

EPSS scores of CVE codes



Data Pre-processing



33 UFRJ | PPGI Forum Analysis

Unreadable content
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Threads and Post Concatenation



35 UFRJ | PPGI

● We define an Indicator Language function (ilf) as:

● We define a Language Ratio Function (lrf) as:

● We determine which language is the most probable to be after evaluate a text as:

Data Pre-processing

Language evaluation
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Languages identified
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Stemming:

● Keeps the roots base form (stem) of the 

word.

● Content analysis without knowledge of the 

context.

● Simpler and faster.

Data Pre-processing

Text normalization

Lemmatization:

● Keep the meaningful base form (lemma) of 

the word.

● Morphological analysis leveraging the 

context.

● Accurate and slower.
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We also apply standard NLP 
pre-processing techniques, e.g., 

filtering stopwords and punctuation

Data Pre-processing

Text embedding
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Text processing pipeline



Model Configurations
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● For BoW and TF-IDF:

○ top 30,000 most frequently occurring words

○ A word should appear at least 5 times

○ Appear in at least 90% of the posts in the corpus are considered for analysis

● Doc2Vec:

○ encode threads into 5000-dimensional vectors

● RandomForest:

○ Regularization parameter, learning rate.

○ Tree depth, number of features to consider at each tree split

○ Minimum samples required to split an internal node 

○ Maximum node degree.

Model Configuration

Configurations
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- Oversampling method to balance classes and split 
data into 75% and 25%, respectively

- Hyperparameters tuning: Grid search using 
Stratified 5 Cross-Validation

● Accuracy — What percent of the data were 
predicted correct?

● Precision — What percent of your predictions 
were correct?

● Recall — What percent of the positive cases did 
you catch?

● F1 score — What percent of positive predictions 
were correct?

Data split Metrics



Experiments and Results
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Dataset
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Decision Tree
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Decision tree performance: easier to distinguish exploitation from rest

Decision Tree
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Decision tree performance: can’t determine weaponization from rest

Decision Tree
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Decision Tree: PoC, Weaponization, and Exploitation
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Decision Tree: Exploitation vs non-exploitation
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In this experiment, we leveraged CrimeBB and machine learning methods to 
learn textual content and distinguish between: 
● (1) potential threat (proof of concept), 
● (2) eminent threat (weaponization), 
● (3) criminals chatting about a threat (exploitation in the wild). 

We found that the most cited CVEs are typically related to higher risks and that 
it is feasible to filter exploitation threads, with an accuracy above 99% 
automatically

CreamSkimming

Takeaways



Inferring Discussion Topics about 
Exploitation from Online Forums
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- We employ the labels as topics: 
Proof of Concept (PoC), 
weaponization, 
 “other” (including others, scam, warning, and help),
exploitation, 
 labeled with corresponding IDs 1, 2, 3, and 4, respectively. 

- The goal is to identify key themes related to exploit techniques, 
vulnerabilities, and potential targets, providing valuable insights into the 
landscape of vulnerability exploitation.

Discussion Topics

Dataset
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● The radius of each group determines 
the marginal topic distribution

● 1 - Proof of Concept (PoC), 
● 2 - weaponization, 
● 3 - “other” (including others, scam, 

warning, and help)
●  4 - exploitation

Discussion Topics

Topic Modeling
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Topic Modeling: Top 30 terms
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PoC Others

Discussion Topics

Topic Modeling



58 UFRJ | PPGI Discussion Topics

Topic Modeling

Exploitation Weaponization
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- We apply an unsupervised learning technique, topic modeling, to analyze the 
exploitation in the wild. 

- We use experts annotations and re-categorize them into PoC, exploitation, 
weaponization, and others. 

- We were able to identify separate clusters of words corresponding to each topic, we 
also identified relevant words such as “code”, “cve”, “exploit”, “link”, and 
“vulnerability” are commonly used in exploitation and weaponization discussions. 

- We found that it is possible to identify emerging threats, helping security 
professionals, and researchers stay informed and prioritize their defense strategies 
accordingly.

Discussion Topics

Takeaways
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We use the GPT-4o model to labels our threads using prompts given the context 
and content of each thread concatenated:

Beneath the Cream

GPT Labeling
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● We ask to GPT to re-assign in group of categories for crime type, post type, and intent:

● Intent:
○ Sentiment (emotions or attitudes)
○ Expression of Interaction (ways of communicating or expressing oneself)
○ Intensity (levels of strength or forcefulness)

● Post type:
○ Requests (seeking information or services)
○ Offers/Exchanges (providing services or trading)
○ Communication/Interaction (forms of interaction or content type)

Beneath the Cream

GPT Labeling
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● We ask to GPT to re-assign in group of categories for crime type, post type, and 
intent:

● Crime type:
○ Cybercrime Activities (illegal activities related to cybercrime)
○ Cybercrime Support Services (services that facilitate cybercrime activities)
○ Non-Criminal (activities that are not considered criminal)

● Annotations:
○ Malicious Activity (weaponization, exploitation, and scam)
○ Support and Assistance (help)
○ Informational (poc and warning)
○ Others

Beneath the Cream

GPT Labeling
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GPT Labeling
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Model Results
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PostCog labeling - posttype GPT labeling

Beneath the Cream

Model explanations
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PostCog labeling - intention GPT labeling

Model explanations
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PostCog labeling - crime type GPT labeling

Model explanations
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Manual labeling GPT labeling

Beneath the Cream

Model explanations
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Model explanations

Manual labeling GPT labeling
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Model explanations

Manual labeling GPT labeling
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- We classified underground forum posts by cybercriminal activity, textual 
intentions, and content type using TF-IDF, and a RandomForest classifier.

-  We used the SHAP method for model explanation analysis. 

- We observed that ChatGPT introduced noisy labels in several instances. Its 
tendency to generate plausible but not always accurate or relevant information 
can lead to misleading or irrelevant features in the training data. 

- We observe a little degrade classifier performance by skewing feature 
importance or introducing bias. Thus, while ChatGPT can be a valuable tool, it is 
crucial to use it carefully and to complement it with rigorous data validation and 
preprocessing steps to mitigate potential drawbacks.

Beneath the Cream

Takeaways
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- We were able to analyze and join pertinent annotations related to CVEs thread-posts

- It is feasible to train a classifier to infer the maturity level and type of threads.

- Black-box random forests help in understanding word relevance.
- It performs better than decision trees, SVM, ridge regression, booster models, etc.
- We won't be able to use complex architectures, such as transformers, due to limited 

computational resources.

- It has high performance in distinguishing categories, it is possible to understand predictions 
using explanation methods such as SHAP.

Thanks! Any questions? 
felipe.moreno@ppgi.ufrj.br

Conclusions

Conclusions

mailto:felipe.moreno@ppgi.ufrj.br


THANKS!


