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Forbidden/Non Accessible Content

THIS DOMAIN HAS BEEN SEIZED

The domain fc

RAID«oRws

has been seized by the Federal Bureau of Investigation, the United States Secret Service, and the Department of Justice
in accordance with a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia, by the United States District

Court for the Eastern District of Virginia as part of law enforcenent action takerin parallel with Europol’s Joint
Cybercrime Action Task Force, the United Kingdom’s National Crime Agency, the Swedish Police Authority, the Romanian
National Police, the Internal Revenue Service Criminal Investigation and other international law enforcement partners.

Falha na conexao segura

Ocorreu um erro durante uma conexdo com www.safeskyhacks.com. PR_END_OF_FILE_ERROR

* A pégina que vocé esta tentando ver ndo pode ser exibida porque a autenticidade dos dados recebidos ndo
pbde ser comprovada.

« Entre em contato com os responsaveis pelo site para informar este problema.

Saiba mais...

The forum is frozen forever - but it won't die; it'll stay for long in search enging
results and we hope it would keep helping newbies in some way or other -

cheers!

akhilchallal4 About Me
Garage Newcomer D & akhilchallats | B Friends | [ Photos
]

No Recent Activity

=

Navegador Rede Onionsite

Endereco Onionsite invalido

O endereco fornecido no onionsite é invélido. Verifique se vocé o inseriu corretamente.

Details: 0xF6 — O endereco cebola fornecido ndo é valido. Este erro esta aparecendo devido a uma das seguintes
razdes: a soma de verificagdo do endereco nao confere, a chave publica ed25519 € invélida ou a codificagao é
invélida.
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Context

Underground forums are frequently used by malicious

actors to discuss vulnerabilities and exploitation

strategies. Exploitation of vulnerabilities in the wild

poses a significant threat to the Internet ecosystem.

There is a lack of effective methods to process

discussions about threats and identify potential

exploitation in underground forums.

@ UFR1 |

Motivation

Developing methods to analyze these forums can help
predict and prevent cyber attacks, safeguarding critical
systems and data.
Analyzing these forums allows for tracking

e Analyse keywords, their usage

e Exploit prices, demand, and targets

e Classify vulnerability level of treats

e Classify discussions threads

Context & Motivation @



Key contributions

e \We propose a methodology to explore and analyze the CrimeBB dataset, which
contains 117,365,492 posts from 37 underground-forum websites.

e We implement a text-based model that can efficiently classify the discussion about
cybercrime in threads-posts content while considering the behavior and distribution of
the analyzed data.

e \We apply explanation methods to understand and analyze our model’s predictions,
aiming to identify relevant keywords that provide insights into the discussions within
a forum.

e We use Generative Pre-trained Transformers (GPT) to analyze and obtain new
information from posts and their content. We aim to evaluate the performance of GPT
models when classifying unstructured information such as forum content.

Context & Motivation 7]
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CrimeBB

Forums ,J

Made available by Cambridge Hackforums
Cybercrime Centre. ﬁ
e
Boards ' _l
Contains data scraped from multiple Pentesting
underground forums. and Forensics
Thread
Organized in forums, boards, threads reads ri
Botnets

and posts. f_‘_1
Posts E E E

Post Post Post

CrimeBB 9




PostCog

PostCog, a framework to navigate through CrimeBB data.

Welcome to Postcog

View statistics, explore, filter, and learn more about the Cambridge Cybercrime Centre datasets

ol View forum and post statistics

E:explore the full dataset

Q Search and filter dataset posts

Note:

Data is regularly updated, therefore counts of recent posts may change.

Data is collected using scraping, by visiting forum pages, on a best-effort basis. Therefore, datasets may not be a fully complete collection, but should contain the majority of
posts. We recommend running a sanity check on datasets, checking that values and statistics are showing expected results.

Logs are kept, which includes details on the complexity of queries (e.g. number of Filters used), but not the contents of the query (e.g. keywords searched)

Obtained from: https://postcog.cambridgecybercrime.uk/

PostCog 10



https://postcog.cambridgecybercrime.uk/

National Vulnerability Database (NVD)

A comprehensive database of reported known vulnerabilities which are assigned CVEs.

wa

Frequency of words of

AL

vulnerabilities summary

IoSn
pa1dajje

description.

exploit

qoam

Obtained from: https://nvd.nist.gov/general/visualizations

vulnerability

cause A
execution o Ji Q
a =
0
can 0O attacker * £
ﬁ' Versions
version 3
7

National Vulnerability Database 11
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Pipeline

New Thread
' CrimeBB LBl

Lo )
2 -9 = =
Hackforums AntichatJ
“Explain

Training Pipeline Inference

L ! Y Pipeline Pipeline
». itter Posts TR = . e
. iR Hosts E } Feature ‘ Model
. Filtered 31 4 6 .
Cited \ 4 & Dosts, | Extraction Explanation
CVEs 2 Extract Threads L= : f 1
: | ;r;

‘ Featlu res

- ) (] : N | |
- y; Feature =5 Data | i i D”l:l
= ~ Extraction “ Labeling ' > A i

n ' 5 Inference : —_

NVD ! P2y & m |
Labeled
Threads |

¢ 1
4 Train Model EESSEEss :

+
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Pipeline
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Pipeline

New Thread
Inference
Pipeline

Feature
" Extraction

Features
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B 5 Inference
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Pipeline
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Pipeline
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CrimeBB

Forum #Boards | #Threads # Posts First post | Recent post
Hack Forums 212 1,301,893 12,686,891 | 2007-01-27 2024-05-24
Zismo 39 546,832 12,194,525 | 2010-05-26 2024-05-04
MPGH 770 12,193,797 | 2005-12-26 2024-05-26
Blackhatworld 112 12,132,290 | 2005-10-31 2024-05-20
Nulled 169 9,546,230 | 2013-04-02 2024-05-16
lolzteam 292 577.642 6,196,005 2013-03-10 2019-09-01
Cracked 163 119,517 3,911,032 | 2013-04-03 2024-04-17
OGUsers a8 244,766 3,608,306 1990-01-01 2019-04-09
UnKnoWnCheaTs 248 182.667 2,837,509 | 2002-11-02 2024-05-24
Antichat 80 254.810 2,642,161 2002-05-29 2024-03-15
. V3rmillion 10 156,262 2.459.519 2016-02-02 2019-11-11
AS Of August 28’ 2024, CrlmeBB have: Raidlorums S8 114,450 1.231.126 | 2015-03-20 | 2022
Elhacker 53 212,081 987.039 2002-08-21 2024-
6 739 073 i i 7 Probiv 168 123.023 909.007 | 2014-11-05 | 2024-04-2F
1 ’ ? users InteraCtlng on 3 Breached 72 34,41 737.922 | 2022-03-16 | 2023-03-19
. Hackers Armies 53 . 168880 2009-06-01 2024-04-01
We bsltes. Forum Team 201 133.901 2017-10-31 2024-03-26
BreachForums 76 331.357 2023-05-12 2024-05-14
. 4,339 boa rd S Indetectables 72 328.539 2006-02-20 2024-05-19
XSS Forum 19 310.796 2004-11-13 2023-04-27
M M Dread 146 294 596 2018-02-15 2020-01-09
e 10,600,580 discussion threads 5 500 68 | oL | 200
Offensive Community 71 119.251 161.492 2012-06-30 2018-12-11
[ ] 117,365,492 pOStS UndercOde 73 27,054 95.723__| 2010-02-10 | 2024-05-26
The Hub 62 88.753 2014-01-09 2019-08-09
N45Gb f i f H Thud 65 72,851 2012-05-10 | 2022-12-19
. More than O In ormatlon‘ PirateBay Forum 33 60.678 2013-10-23 2020-12-03
OnniForums 27 3,512 15,094 2023-02-08 2024-05-24
Torum 11 1.346 28,485 2017-05-25 2019-08-07
Safe Sky Hacks 50 12,963 27,018 2013-03-28 2019-01-23
Kernelmode 11 3.606 26,815 2010-03-11 2019-11-29
228 5,106 26,471 2013-07-27 2023-04-23
nd im Deep Web 13 1,075 20,185 2018-11-22 2020-06-04
28 2,232 11,925 2015-06-10 2022-01-04
Garage for Hackers 17 2,329 8,710 2010-07-06 2018-10-13
Stresser Forums 17 TO8 7.069 2017-04-00 2018-04-09
Envoy Forum 93 154 2,163 2019-07-06 2019-08-09
Total 1,339 10,600,580 | 117,365,492

Data Preparation 18




CrimeBB: Manual annotations

: Label Threads Threads Posts citing
e HackForums: 3,037 posts (in 1,162 labeled citing CVE CVE

threads) cite a CVE.

Weaponization

PoC 247 244 861
e Manually labeled threads by the posts
content: 1,067 Others 195 192 520
Exploitation 107 102 232
e Hackforums: 2,666 posts (in 1,042 Warning 55 55 67
threads) were labeled
Help 43 42 60
e A total of 8,915 (969 unique) CVE Scam 10 10 35
codes were found Total 1,067 1,042 2,666

Data Preparation 19




PostCog

Results

Found 15.742 posts

@ /7 Highlight keywords in results [ ) From POStCOg’ at the date Of
2024-08.28, we search the
word “CVE” and found about
15,742 posts since 2004-01-08
until 2024-05-26.

200
. 1 Luscettillinen.sassaliondd M|u--ﬂ Issttint il [ 191 7

Date: Actualizaciones de seguridad de Microsoft de mayo de 2024

1D: QEZ Actualizaciones de seguridad de Microsoft de mayo de 2024 Fecha 15/05/2024 Importancia 5 - Critica Recursos

LUl 136845 - 78Moebius ] Afectados Windows Task Scheduler, Microsoft Windows SCSI Class System File, Windows Common Log File System

Thread: Driver, Windows Mobile Broadband, Microsoft WDAC OLE DB proveedor de SQL, Microsoft Brokering File System, . .

Bulletin board: Windows DWM Core Library, Windows Routing y Remote Access Service (RRAS), Windows Hyper-V, Windows . We I d e ntlfy th at O n |y p O St

::"“: Cryptographic Services, Windows Kernel, Windows DHCP Server, Windows NTFS, Windows Win32K - ICOMP, Windows

pssls Win32K - GRFX, Windows CNG Key Isolation Service, Microsoft Windows Search Component, Windows Cloud Files Mini d f H kF

Filter Driver, Windows Deployment Services, Windows Remote Access Connection Manager, Windows MSHTML S C ra p p e ro m a C o ru m s
Crime Type: (XITEETED Platform, Microsoft Bing, Microsoft Office Excel, Microsoft Office SharePoint, .NET and Visual Studio, Visual Studio,

Microsoft Dynamics 365 Customer Insights, Windows Mark of the Web (MOTW), Azure Migrate, Power BI, Microsoft h a S C ri m e type post type a n d
b H

Edge (basado en Chromium), Microsoft Intune. La publicacién de actualizaciones de seguridad de Microsoft,
correspondiente a la publicacién de vulnerabilidades del 14 de mayo, consta de 60 vulnerabilidades (con

intent tags included.

Data Preparation 20




PostCog labels

Crime type labels

Post type labels

Intention labels

Labels Samples
InfoRequest 912
Comment 909
Other 494
OfferX 490
Exchange 137
RequestX 137
Tutorial 76
Social 65

Labels Samples
Not criminal 2,307
Bots/Malware 604
Sql Injection 208
Credentials 41
VPN /proxy 34
DDoS/booting 12
Spam/marketing 7
CurrencyXchange 4
Identity fraud 2
eWhoring 1

Labels Samples
Neutral 2,184
Other 494
Positive 197
Gratitude 170
Aggression 53
Negative 37
PrivateMessage 30
Moderate 28
Vouch 27

Data Preparation 21




National Vulnerability Database (NVD)

e From NVD, at the date of 2024-08-28, we present the CVSS Severity Distribution
Over Time.
e The choice of LOW, MEDIUM and HIGH is based upon the CVSS V2 Base score.

20000, ¢

ow [l
meoium [l
ricH [l

3
=

b
18000 &
16,000

14,000

12,000
10,000
8.000
6,000
4,000
- I

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
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Number of post over time

1740 1740

1615 1570

1500 1484

1294

1222

1000 977 984

878

830

708

500

229 257

N N S R R N T - N S T I U I
o MA A 200 2050 N OA TN 2 ZAD S M M DA A % 0 NN ’L oF ' N
AVF T I I I I I FH K 0 0°> NN

= & L N O 9 W s e AN S S N AN
O O L &V & & Y & & & & & & ’L ’l/ Q47 L

Data Analysis 24




Top 10 users who cites CVE codes

ed
=
~
u

C

=
Ul
o

User Trillium mentioned the largest
number of CVEs across various posts

=
N o N
. o wu

Seems to be advertising exploits

Number of CVE-ID cit
u
o

N
w

We found some names repeated
across forums, but hard to match

o

Username

Data Analysis 25




Top 10 CVE codes cited in posts

1500

=
N
w
o

CVE-2017-0199 affects Microsoft Office:

remote execution of arbitrary code. 1000

750

Top CVEs cover a wide time horizon: 500
from 2010 to 2017 55

Number of citations

Top 3 most cited CVEs are most recent

Data Analysis 20



CrimeBB vs Russian Market: Prices

How do prices of artifacts sold at CrimeBB 1.0
compare against Russian Market? |
' N
- Russian Market (ACM CCS, Luca Allodi) 0.6
- Prices at Russian Market are larger LSL
- Median value at CrimeBB < 100 0.41
USD
and > 2000 USD at Russian Market — 0.2 —— Russian Black Market
- Why? —— CrimeBB
- Russian Market is closed market 007, 2000 4000 6000 8000
- Admission control to enter the Eacela0)
market CDF of hacking tools prices

- Artifacts sold at Russian market
are more valuable

Data Analysis 27




CrimeBB vs Russian Market: Publication delays

How do delays at CrimeBB compare against Russian

Market? o
0.8+
Delay definition:
CrimeBB 0.6-
date post at CrimeBB - date NVD published CVE Lé
Russian Market 0.4
date exploit publication at market - date NVD published CVE
0.21 —— Russian Black Market (exploit age)
Delays at CrimeBB are larger: why? JI= CrimeBB (post age)
Russian Market is closed market 0.0 B — = ACD0 6000
Exploits are published at Russian market and activity ceases Age (days)

CDF of the difference in days between

At CrimeBB, continuous discussion of exploitation strategies CrimeBB citation and NVD publish date

Data Analysis 28




CVSS scores of CVE codes

CVSS ranges between 0 and 10, and values above 8 correspond to high risk.

[ One sample per CVE citation B Single sample per distinct CVE

104

e O mmlmm_m T Im]
Lo Hiiit ‘117|
D o

§ —

§ A 7 » A 8

00 © 900 000 00 O OOCO:

CVSSv20 CVSS V31 CVSS¥2.0 CVSSV31 CVSSv20 CVSSV31 CVSSv20 CVSSV31 CVSS 20 CVSSV31 CVSS 20 CVSSV31 CVSSv20 CVSSV3.1  CVSSv2.0 CVSSv3.1
All threads Exploitation Help Others PoC Scam Warning Weaponization
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CVSS scores of CVE codes

CVSS V2 Severity Distribution 0 CVSS V3 Severity Distribution

High
Medium
Low

Not found

Medium
32.9%

Unique CVEs Unique CVEs

Not found
93.7%

Data Analysis 30




EPSS scores of CVE codes

EPSS represents the probability of exploitation in the wild in the next 30 days.

—1 One sample per CVE citation W@ Single sample per distinct CVE \
TEE) TR
IBRE |

1.04

0.8

XD @ QWO AWXO B

o

0.6/

00 © @M COSWD (MO COW G MWD

0.4

000 MDO © VO AW OO
o

0.27

e
H
0.0t ——— 11§ — Ti ii § § — L [ |

All threads Exploitation ~ Help Others PoC Scam Warning Weaponization
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Unreadable content
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Threads and Post Concatenation

l</>L
Thread ~
E Filtered thread@
Post 1
= Single text
Post 2 .
E (posts concatenation) Search CVE code format
E X Is there a
- — # - > CVE
E & W reference?
. Regular Expression:
E cve-[0-9)\(4\}-[0-9]\{4,\}
Post n E

Ignored thread®

Data Pre-processing 34



Language evaluation

e We define an Indicator Language function (ilf) as:

1, if word belongs to language

1. r(word, language) = :
P THonE U EaEe) {0, otherwise

e \We define a Language Ratio Function (Irf) as:

1 n
Ratioy, r(text, language;) = - Tiir(word;, language
irs € guage;) Total words in text ; it I guage;)

word; € text

e We determine which language is the most probable to be after evaluate a text as:

language(text) = max Ratio) f(text, lang)
Vlangelanguages list

Data Pre-processing 35




Languages identified

Language identified

english 3133

russian

spanish

not found {3

portuguese 22

deutsch ¢

0 500 1000 1500 2000 2500 3000
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Text normalization

Stemming: Lemmatization:
e Keeps the roots base form (stem) of the e Keep the meaningful base form (lemma) of
word. the word.
e Content analysis without knowledge of the e Morphological analysis leveraging the
context. context.
e Simpler and faster. e Accurate and slower.
Stemming Lemmatization
Change Change
Changing k Changing s
Changes Chang Changes Change

Changed 7 Changed /
Changer Changer

Data Pre-processing 37




Text embedding

Document-Term Matrix

cormus Words | | like | cats @ are | the best they = awesome | also dogs nice
Docoment™t | Likeicats ::> Document1 1 1 . 1 0 0 0 0 0 0 0 0
Document 2 | cats are the best, they are awesome Document2 = 0 0 1 2 1 1 1 1 0 0 0
Document 3 | also dogs are nice Document3 | 0 0 0 1 0 0 0 0 1 1 1
¥
Bag-Of-Words (1-2-gram)
Doc2Vec Words | | | like cats |like | likecats fare |the | best they  awesome | catsare the best @ theyare
Vectors | x1 | x2 | x3 | x4 | x5 | x6 x7 Document1 = 1 | 1 | 1 1 1 o 0o o0 o 0 0 0 0
Document1  0.35 | 0.86 | 1.82  3.48 | 1.05 | 10.15 8.63 Document2 0 O 1 0 0 2 1 1 1 d 1 1 1
Document2 1 0.84 | 0.45 | 345 | 449 264 287 | 13.97 Document3 0 | O 0 0 0 1 0 0 0 0 0 0 0
Document3 1 0.39 | 1.0 1 098 | 7.92 514 6.19 | 20.98 @
TF-IDF (1-2-gram)
We a |SO a p p |y Sta n d a rd N Lp Words | | like | cats | Ilike like cats | are | the best | they  awesome ' catsare  the best | they are
pre_proceSS|ng teChﬂlqueS, eg' Document 1 0 0 0.47 | 0.62 0.62 0 0 0 0 0 0 0 0
filtering Stopwords and punctuation Document 2 0 0 0.33 0 0 0.56 = 0.43 0 0 0 0.43 043 0.13
Document 3 0 0 0 0 0 0.35 0 0 0 0 0 0 0

Data Pre-processing 38




Text processing pipeline

| used private setting and some tweaks on obfuscation and result is 1/39

Raw input
i for CVE-2017-0199.
[]
Preprocessing use private set tweak obfuscation result 1/39 cve-2017-0199
E?,Z?uu;%i Belongs to English language with 75% of confidence

N 4
4

Tokenization use | private @ set | tweak @ obfuscation | result | 1/39 | cve-2017-0199

Vectorization | 0.15 0.86 0.02 | 0.36 0.24 0.1 0.86 0.73

Data Pre-processing 39
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Configurations

e For BoW and TF-IDF:

o top 30,000 most frequently occurring words

o A word should appear at least 5 times

o Appearin at least 90% of the posts in the corpus are considered for analysis
e Doc2Vec:

o encode threads into 5000-dimensional vectors
e RandomForest:

o Regularization parameter, learning rate.

o Tree depth, number of features to consider at each tree split

o Minimum samples required to split an internal node

o Maximum node degree.

Model Configuration 4]



Data split Metrics

- Oversampling method to balance classes and split Accuracy — What percent of the data were
data into 75% and 25%, respectively predicted correct?

e Precision — What percent of your predictions
were correct?

e Recall — What percent of the positive cases did

- Hyperparameters tuning: Grid search using
Stratified 5 Cross-Validation

you catch?
e F1score — What percent of positive predictions
All data were correct?
Training data Test data
g Tp+ Ty

:‘(‘('HI'(I("(/ —
Split 1 Fold 1 Fold 2 Fold 3 Fold 4 Fold 5 Tl’ + T.V EB Fl' L F.\'
Split 2 Fold 1 Fold 2 Fold 3 Fold 4 Fold 5

. Finding Tp T Tp

spits [ Fol 1 Fold2 Fold 3 Fold 4 Fold5 Baramelers Recall = ——F | Precision = ———
Split4 | Fold1 Fold 2 Fold 3 Fold 4 Fold 5 Tp + Fy Tp+ Fp
Split 5 Fold 1 Fold 2 Fold 3 Fold 4 Fold 5

: . Precision * Recall

Final Evaluation { Test data F lw,,. =2

" Precision + Recall

Model Configuration 42
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Points from Online Forums



Dataset

Board Number of posts (threads) citing CVEs
Posts tagged as
PoC Weapon Exploit All posts

Pentesting and Forensics 271. (55) 210 (67) 11 (3) 557 (166)
Premium Tools and Programs | 198 (1) 28 (3) 142 (4) 433 (20)
Website and Forum Hacking 93 (34) 139 (43) 16 (12) 5 5% (132)
Hacking Tools and Programs 10 (7) 57 (28) 174 (7) 260 (59)
Premium Sellers Section 81 (28) 89 (26) 210 (66)
Beginner Hacking 86 (43) 58 (47) 6 (6) 219 (143)
Botnets, IRC, and Zombies 24 (4) & (34) 22 (5) 160 (62)
Hacking Tutorials 28 (‘)1) 8 (4) 3 (3) 74 (33)
Secondary Sellers Market 8 (4 33 (21) 91 (40)
News and Happenings 9 (‘)) 11 (5) 1 (1) 75 (54)
Total, all boards 757 (244) T10 (397) 464 (102) | 3,037 (1.162)

CreamSkimming 46



Decision Tree

Text encoding | Target classes Accuracy | Precision|Recall| F1
DT |BoW PoC, Weaponization, Exploitation 0.71 0.71 072 070
DT | TF-IDF PoC, Weaponization, Exploitation 0.73 0.73 0.74 10.72
DT |doc2vec PoC, Weaponization, Exploitation 0.74 0.74 0.74 {0.73
DT|BoW Exploitation vs Non-exploitation 0.85 0.86 0.85 |0.85
DT|TF-IDF Exploitation vs Non-exploitation 0.91 0.91 0.91 [0.91
DT |doc2vec Exploitation vs Non-exploitation 0.92 0.93 0.92 10.92
DT |BoW PoC vs Non-PoC 0.75 0.75 .73 |9.935
DT |TF-IDF PoC vs Non-PoC 077 0.78 037 |0.77
DT |doc2vec PoC vs Non-PoC 0.70 071 0.70 [0.70
DT|BoW Weaponization vs Non-weapon. 0.68 0.68 0.68 [0.68
DT |TF-IDF Weaponization vs Non-weapon. 0.63 0.64 0.63 [0.62
DT |doc2vec Weaponization vs Non-weapon. 0.59 0.59 0.59 10.59
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Decision Tree

Exploitation vs Non-exploitation 0.85
Exploitation vs Non-exploitation

Exploitation vs Non-exploitation

DT |doc2vec

Decision tree performance: easier to distinguish exploitation from rest
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Decision Tree

Weaponization vs Non-weapon.
Weaponization vs Non-weapon.

DT |doc2vec Weaponization vs Non-weapon.
Decision tree performance: can’t determine weaponization from rest
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Decision Tree: PoC, Weaponization, and Exploitation

Is keyword “poc” present?

A

( no yes ¥
Is keyword “pm” mentioned at least twice? o
d : ' (0.742)
(—no—l yes Y
Exploitati
Is keyword “type” present? xproftation
(0.9)
£ no l yes Y
Is keyword “off” present? Is keyword “example” present?
(—no—_yeSﬂ (—no—'—yes‘,ﬂ
Exploitation . . PoC
£ < 9 i g ?
Is keyword “2011" present? (0.786) Is keyword “javascript” present?
‘—no yesw v‘—no yesw

Weaponization | Exploitation PoC Weaponization
(0.404) (0.569) (0.583) (0.933)
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Decision Tree: Exploitation vs

non-exploitation

Does the URL correspond
to a “commit”?

£ no Lyes Y
Does the URL Not exploit
correspond to a “pull”? (0.985)
A
£ no yes Y
Is the keyword “patch” Does the URL contain a
present in the page? screenshot?
L no—Lyes
¢ no yes ¥ ' R
Does the URL correspond Is the keyword “steps” Not exploit Exploit
to a “release”? present in the page? (0.908) (0.603)
Vs no—LyeSﬁ £ no A yes p Y
Exploit Not exploit Does the URL contain a Exploit
(0.916) (0.962) screenshot? (0.854)

t_nD

Does the URL correspond
to a third party advisory?

‘—no—LyeSﬁ

Not exploit Exploit
(0.775) (0.575)

e

R

Exploit
(0.9)
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Takeaways

In this experiment, we leveraged CrimeBB and machine learning methods to
learn textual content and distinguish between:

e (1) potential threat (proof of concept),

® (2) eminent threat (weaponization),

e (3) criminals chatting about a threat (exploitation in the wild).

We found that the most cited CVEs are typically related to higher risks and that
it is feasible to filter exploitation threads, with an accuracy above 99%
automatically
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Inferring Discussion Topics about
Exploitation from Online Forums



Dataset

- We employ the labels as topics:
Proof of Concept (PoC),
weaponization,
“other” (including others, scam, warning, and help),
exploitation,
labeled with corresponding IDs 1, 2, 3, and 4, respectively.

- The goal is to identify key themes related to exploit techniques,
vulnerabilities, and potential targets, providing valuable insights into the
landscape of vulnerability exploitation.
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Topic Modeling

Interiopic Destance Map (via multkimensional scaling)

e The radius of each group determines
the marginal topic distribution
4 e 1-Proofof Concept (PoC),
® 2 -weaponization,
e 3- “other” (including others, scam,
warning, and help)
e 4 -exploitation
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Topic Modeling: Top 30 terms

Top-30 Most Salient Terms®
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Topic Modeling

Top-30 Most Relevant Terms for Topic 4 (12.2% of tokens)

Top-30 Most Relevant Terms for Topic 1 (58.4% of 10kens)
50 000 00 XX 70.000 20 000

20.000 30 000 20,000

10 DX 20 004 30 00x 40 (X 50,000 50,00 70,00

explo

showthriad

e
o

< pectee
here oo .
ne -
WLy rackng .
v sl B
mages lears .
mpeCTOy I

J—-
S
phene |
conper |
-
wed |

vnevatweses |

cfhorwnpiontasider
harks

v L

code [N

e
——
e
—_—
— meroer
—
E—
-

—====n

==

=

—

=

=

=
. -

=

-
==
=
v
=
=

comreca

PoC Others

Discussion Topics §7




Topic Modeling

Top-30 Most Relevant Terms for Togee 3 (12.7% of tokens) 000 X 50 000 40 000 £0 000 0,000 0 000
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Takeaways

- We apply an unsupervised learning technique, topic modeling, to analyze the
exploitation in the wild.

- We use experts annotations and re-categorize them into PoC, exploitation,
weaponization, and others.

- We were able to identify separate clusters of words corresponding to each topic, we

also identified relevant words such as “code’, “cve’, “exploit’, “link”, and
“vulnerability” are commonly used in exploitation and weaponization discussions.

- We found that it is possible to identify emerging threats, helping security
professionals, and researchers stay informed and prioritize their defense strategies

accordingly.
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Unveiling Relevant Information
Points from Online Forums



GPT Labeling

We use the GPT-40 model to labels our threads using prompts given the context
and content of each thread concatenated:

I have a list of possible labels not criminal, bots/malware, ... related to cyber criminal activites.

I want to perform two tasks: the first one is to group the list of possible labels into a smaller list of labels:

e.g, not criminal, criminal activity A, criminal activity B, ... , this new list of labels should be the most accurate
to group all of them.

The second task is to set a new label using the new smaller list of labels given an input raw text and
their corresponding label.

Based on the following samples (text 1, label 1, new label 1), ..., (text 5, label 5, new label 5), I would
like to label the following texts text 1, text 2, text 3, ...

Please return in a list of tuples: [ ( "input", text, "new;abel”, newlabel), ...]
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GPT Labeling

e We ask to GPT to re-assign in group of categories for crime type, post type, and intent:

e Intent:
o Sentiment (emotions or attitudes)
o Expression of Interaction (ways of communicating or expressing oneself)
o Intensity (levels of strength or forcefulness)

e Post type:
o Requests (seeking information or services)
o Offers/Exchanges (providing services or trading)
o Communication/Interaction (forms of interaction or content type)
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GPT Labeling

e We ask to GPT to re-assign in group of categories for crime type, post type, and
intent:

e Crime type:
o Cybercrime Activities (illegal activities related to cybercrime)
o Cybercrime Support Services (services that facilitate cybercrime activities)

o Non-Criminal (activities that are not considered criminal)

e Annotations:
o Malicious Activity (weaponization, exploitation, and scam)
o Support and Assistance (help)
o Informational (poc and warning)
o Others
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GPT Labeling

Crime type labels Intention labels
Labels Samples Labels Samples
Not criminal 2,307 Sentiment 2,418
Cybercrime activities 875 Other 494
Cybercrime support services 38 Expression 280

Intensity 28

Post type labels Expert labels
Labels Samples Labels Samples
Communication/Interaction 1050 Malicious activity 509
Requests 1049 Informal 297
Other 494 Others 190
Offer /exchanges 627 Support and assistance 41
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Model Results

Target classes Accuracy | Precision | Recall | F1
Crime type PostCog labels 0.97 0.97 0.99 | 0.98
ChatGPT labels 0.95 0.98 0.94 | 0.96
Previous work (SIU; COLLIER; HUTCHINGS, 2021) 0.89 0.9 0.89 | 0.89
Intention PostCog labels 0.98 0.95 0.97 | 0.95
ChatGPT labels 0.99 0.97 0.99 | 0.98
Previous work (CAINES et al., 2018b) - 0.78 0.49 | 0.61
Post type PostCog labels 0.81 0.79 0.89 | 0.82
ChatGPT labels 0.74 0.75 0.76 .75
Previous work (CAINES et al., 2018b) - 0.91 0.78 | 0.84
Expert annotations | Expert labels 0.96 0.97 0.98 |0.97
ChatGPT labels 0.91 0.92 0.93 | 0.92
Previous work (MORENO-VERA et al., 2023) 0.86 0.87 0.86 | 0.86
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Model explanations

Top 15 feature average impacts Top 15 feature average impacts
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Model explanations
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Model explanations

0.030 Top 15 feature average impacts Top 15 feature average impacts
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Model explanations

Top 15 feature impact means over-Sampling
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Model explanations

Top 15 feature impact means over-Sampling
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Model explanations

Top 15 feature impact means over-Sampling
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Takeaways

- We classified underground forum posts by cybercriminal activity, textual
intentions, and content type using TF-IDF, and a RandomfForest classifier.

- We used the SHAP method for model explanation analysis.

- We observed that ChatGPT introduced noisy labels in several instances. Its
tendency to generate plausible but not always accurate or relevant information
can lead to misleading or irrelevant features in the training data.

- We observe a little degrade classifier performance by skewing feature
importance or introducing bias. Thus, while ChatGPT can be a valuable tool, it is
crucial to use it carefully and to complement it with rigorous data validation and
preprocessing steps to mitigate potential drawbacks.
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Conclusions




Conclusions

We were able to analyze and join pertinent annotations related to CVEs thread-posts

- Itis feasible to train a classifier to infer the maturity level and type of threads.

- Black-box random forests help in understanding word relevance.

- It performs better than decision trees, SVM, ridge regression, booster models, etc.

- We won't be able to use complex architectures, such as transformers, due to limited

computational resources.

- It has high performance in distinguishing categories, it is possible to understand predictions
using explanation methods such as SHAP.

Thanks! Any questions?
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