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Motivation Context
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Underground forums are frequently used by 

malicious actors to discuss vulnerabilities and 

exploitation strategies.

Exploitation of vulnerabilities in the wild poses a 

significant threat to the Internet ecosystem.

There is a lack of effective methods to process 

discussions about threats and identify potential 

exploitation in underground forums.

Developing methods to analyze these forums 

can help predict and prevent cyber attacks, 

safeguarding critical systems and data.

Analyzing these forums allows for tracking 

● Analyse keywords, their usage

● Exploit prices, demand, and targets

● Classify vulnerability level of treats

● Classify discussions threads
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6DATASET

CrimeBB Dataset Description

 Made available by Cambridge Cybercrime 

Centre

Contains data scraped from multiple

underground forums (37 studied)

Organized in forums, boards, threads and posts

Provide about 45,2 GB of textual information.
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CrimeBB
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CrimeBB

As of August 28, 2024, CrimeBB have:
● 6,739,073 users interacting on 37 

websites.
● 4,339 boards
● 10,600,580 discussion threads
● 117,365,492 posts.
● More than ~45Gb of information.
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PostCog
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PostCog, a framework to navigate through CrimeBB data.
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PostCog - Labels

● From PostCog, at the date 
of 2024-08-28, we search 
the word “CVE” and found 
about 15,742 posts since 
2004-01-08 until 
2024-05-26.

● We identify that only post 
scrapped from 
HackForums has crime 
type, post type, and 
intent tags included.
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Pipeline
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Dataset Construction



Pipeline
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Feature extraction
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Data Preparation - Filtering threads
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Data Preparation - Feature Extraction
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Data Preparation - Feature Extraction
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Data Preparation - Language evaluation
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● We define an Indicator Language function (ilf) as:

● We define a Language Ratio Function (lrf) as:

● We determine which language is the most probable to be after evaluate a text as:
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● From PostCog, we 
search the word “CVE” 
and found about 14,857 
posts since .

● We identify that only 
post scrapped from 
HackForums has crime 
type, post type, and 
intent tags.

Data Preparation - PostCog



Pipeline
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Labeling
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● HackForums: 3,037 posts (in 1,162 
threads) cite a CVE.

● Manually labeled threads by the posts 
content: 1,067

● Hackforums: 2,666 posts (in 1,042 
threads) were labeled

● A total of 8,915 (969 unique) CVE codes 
were found

Label  Threads 
labeled

Threads 
citing CVE

Posts citing 
CVE

Weaponization 410 397 891

PoC 247 244 861

Others 195 192 520

Exploitation 107 102 232

Warning 55 55 67

Help 43 42 60

Scam 10 10 35

Total 1,067 1,042 2,666
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CrimeBB - Annotations
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Data Preparation - PostCog-HF
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Data Preparation - ChatGPT labeling
● In order to aggregate labels, we kindly ask to GPT to re-assign in group of categories for crime type, post type, and intent.

● Intent:
○ Sentiment (emotions or attitudes)
○ Expression of Interaction (ways of communicating or expressing oneself)
○ Intensity (levels of strength or forcefulness)

● Post type:
○ Requests (seeking information or services)
○ Offers/Exchanges (providing services or trading)
○ Communication/Interaction (forms of interaction or content type)

● Crime type:
○ Cybercrime Activities (illegal activities related to cybercrime)
○ Cybercrime Support Services (services that facilitate cybercrime activities)
○ Non-Criminal (activities that are not considered criminal)

● Annotations
○ Malicious Activity (weaponization, exploitation, and scam)
○ Support and Assistance (help)
○ Informational (poc and warning)
○ Others



24METHODOLOGYUFRJ | PPGI | SIEMENS

Prompt
● We use the GPT-4o model to labels our threads using prompts given the 

context and content of each thread concatenated:
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Data Preparation - PostCog-HF
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Model Training
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Experimental Setting

- Train and test split
- 75% and 25%, respectively
- Oversampling method to balance classes
- Stratified split in order to preserve the original distribution

- Hyperparameters tuning
- Grid Search
- 5-fold Stratified Cross-Validation on the training set

- Evaluation metrics
- Accuracy, Precision, Recall, and F1-score
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Experimental Setting
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- For BoW and TF-IDF:

- top 30,000 most frequently occurring words

- A word should appear at least 5 times

- Appear in at least 90% of the posts in the corpus are considered for analysis

- Doc2Vec:

- Encode threads into 5000-dimensional vectors

- RandomForest:

- Regularization parameter, learning rate.

- Tree depth, number of features to consider at each tree split

- Minimum samples required to split an internal node 

- Maximum node degree.
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RandomForest



Pipeline
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Model Explanation
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Explanation

PostCog labeling - posttype GPT labeling
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PostCog labeling - intention GPT labeling

Explanation
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PostCog labeling - crime type GPT labeling

Explanation
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Manual labeling GPT labeling
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Binary labeling GPT labeling
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Manual labeling GPT labeling

Dependent variables
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Conclusion

- We were able to analyze and join pertinent annotations related to CVEs thread-posts
- studying the HackForums underground forum.

- It is feasible to train a classifier to infer the maturity level and type of threads.
- next step is to analyze all of them together.

- Black-box random forests help in understanding word relevance.
- It performs better than decision trees, SVM, ridge regression, booster models, etc.
- We won't be able to use complex architectures, such as transformers, due to 

limited computational resources.

- It has high performance in distinguishing categories, but in some cases, the results are 
not explainable.

- We will use other explainers such as LIME which works better than SHAP.

Thanks! Any questions? 
felipe.moreno@ppgi.ufrj.br
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